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I Executive Summary

A China-linked threat actor sustained multi-year covert access to military and defense organizations across
Southeast Asia, deploying previously undocumented backdoor malware to collect intelligence over an
extended period. The campaign demonstrates a deliberate, patient collection posture targeting sensitive
defense datain a strategically significant region, suggesting state-directed espionage objectives rather than
opportunistic intrusion. Organizations with defense, government, or critical infrastructure ties in Southeast
Asiaface elevated risk of undetected long-term compromise.

I Technical Analysis

The campaign involves a China-nexus threat actor deploying novel, previously undocumented backdoor
malware families against Southeast Asian military networks. Confirmed MITRE ATT&CK techniques span the
full intrusion lifecycle: persistence via boot/logon autostart execution (T1547), command-and-control over
standard application layer protocols (T1071), valid account abuse (T1078), scripting and command interpreter
execution (T1059), scheduled task/job persistence (T1053), obfuscation (T1027), exfiltration over C2 channel
(T1041), data archive/staging before exfiltration (T1560), ingress tool transfer (T1105), masquerading (T1036),
and credential dumping (T1003). The actor combined custom tooling with native OS utilities to reduce detection
surface. Specific backdoor names, C2 infrastructure, and full technical indicators are not confirmed from
available summary data. No CVE identifiers are associated with this campaign in the source data. Primary
technical detail requires review of the Dark Reading source article directly.

Generated by TJS Security Command Center | 2026-03-29 18:40 UTC SCC-CAM-2026-0029 Page 1



SECURITY COMMAND CENTER SCC- CAM 2026- 0029
Tech Jacks Solutions TLP:CLEAR

I Action Checklist

1. Step 1, Immediate: If your organization operates in or has network connectivity to Southeast Asian
defense, government, or critical infrastructure sectors, initiate targeted hunting and incident response
assessment immediately.

2. Step 2, Detection: Hunt for indicators of native OS utility usage, scheduled tasks, scripting engine
invocations, and outbound connections over standard protocols (HTTP/S, DNS) that lack business
justification. Prioritize endpoints with privileged access.

3. Step 3, Credential Review: Audit valid account usage (T1078, T1003), identify dormant or unexpected
accounts with privileged access, review recent authentication logs for anomalous patterns including
off-hours access and lateral movement.

4. Step 4, Persistence Audit: Review autostart execution locations (T1547) and scheduled tasks (T1053)
across all endpoints for entries that cannot be attributed to known software or administrative activity.

5. Step 5, Long-Term: Review network segmentation between sensitive systems and internet-facing
infrastructure; implement or validate egress filtering to detect exfiltration channels (T1041, T1560); ensure
endpoint detection coverage includes behavioral detection for credential dumping and masquerading
techniques.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria If any confirmed persistence mechanism (unauthorized scheduled task, registry autostart,
service, or cron entry) is identified, or if Event 4688 logs show native utility execution chains
(cmd.exe — powershell.exe — certutil.exe) on privileged accounts during off-hours, escalate
to CISO and external IR firm immediately — this indicates active exploitation.

Recovery Notes Post-containment recovery: (1) Force password reset for all privileged accounts (Domain
Admins, Enterprise Admins, service accounts) and enforce multi-factor authentication (MFA)
on all administrative logons; (2) Rebuild or forensically validate all domain controllers, file
servers, and OT gateways from trusted backups dated before the suspected intrusion
window; (3) Implement continuous network monitoring (egress filtering, DNS sinkholing,
Sysmon logging) and schedule weekly privileged account audits for 90 days post-incident;
enforce Network Segmentation per CIS 13.1 to isolate sensitive systems.
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Forensic Artifacts Windows Event Log Security (Event IDs 4688 process creation, 4624 logon, 4672 privilege
use, 4648 explicit credentials, 4720 account creation) — captured from all domain controllers
and endpoints with privileged accounts | Active Directory ntds.dit + SYSTEM registry hive —
for offline password hash analysis and timeline reconstruction | PowerShell ScriptBlock logs
(Event ID 4104) and Module logs (Event ID 4103) — captures obfuscated script execution
patterns | Windows scheduled tasks (%systemroot%\System32\Tasks/*) and registry
Run/RunOnce keys — persistence mechanism artifacts | Firewall egress logs and DNS query
logs — exfiltration channel detection and command-and-control communication | Linux
auth.log, syslog, audit.log, /var/spool/cron/crontabs/* — lateral movement, privilege
escalation, persistence on non-Windows systems | File integrity hashes
(md5deep/AIDE/OSSEC) of System32, /bin, /shin, startup folders — detects backdoor
placement | Network pcap captures on suspected exfiltration ports (443, 80, 53, 8080) during
off-hours — malware C2 communication signatures | Sysmon logs (if available) — Event ID
10 (LSASS access, credential dumping), Event ID 22 (DNS query), Event ID 11 (file creation
in system directories)

Per-Action IR Details

Step 1, Immediate: If your organization operates in or has network connectivity to Southeast Asian defense,
government, or critical infrastructure sectors, initiate targeted hunting and incident response assessment
immediately.

NIST Phase: Preparation

Reference: NIST 800-61r3 8§2.1 (Preparation phase: tools, processes, communication channels)

Controls: NIST IR-4(1) - Incident handling capability, CIS 17.1 - Incident response program establishment
Compensating: Establish a manual hunt scope: (1) Identify all hosts with domain admin or privileged accounts via
Active Directory queries (dsquery group "CN=Domain Admins" | dsget user -samid) or /etc/sudoers audits; (2)
Document baseline network topology using tracert/traceroute and arp -a for comparison; (3) Create a hunt checklist
naming specific systems by role (file servers, domain controllers, OT gateways) rather than scanning all endpoints.
Evidence: Capture baseline before initiating hunts: (1) Export current Active Directory user/group membership (csvde
-d "DC=domain,DC=local" -r "(objectCategory=user)" -f baseline_users.csv); (2) Snapshot current process listings
(tasklist /v > baseline_processes.txt on Windows; ps auxww > baseline_processes.txt on Linux); (3) Archive current
scheduled tasks (schtasks /query /fo list /v > baseline_tasks.txt); (4) Preserve network ARP cache and routing tables;
(5) Document all firewall rules, outbound ACLs, and allowed protocols as baseline.

Step 2, Detection: Hunt for indicators of native OS utility usage, scheduled tasks, scripting engine
invocations, and outbound connections over standard protocols (HTTP/S, DNS) that lack business
justification. Prioritize endpoints with privileged access.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.4 (Analysis: identifying and profiling intrusion activity)

Controls: NIST CA-7 - Continuous monitoring, NIST SI-4 - Information system monitoring, CIS 8.1 - Endpoint
detection and response

Compensating: Manual hunt without EDR: (1) Query Windows Event Log 4688 (process creation) for cmd.exe,
powershell.exe, wscript.exe, cscript.exe with parent processes other than explorer.exe or System; use wevtutil ge
Security "/g:*[System[(EventID=4688)]] and *[EventData[Data|@Name='"CommandLine'] and (contains(Data,
‘powershell’) or contains(Data, 'cmd') or contains(Data, 'vbscript))]]/" | Select-Object -ExpandProperty Message; (2) On
Linux, review /var/log/auth.log for sudo/su abuse, /var/log/syslog for cron execution, and audit.log for execve system
calls; (3) Check Windows Task Scheduler directly: schtasks /query /fo list /v | findstr /v "Microsoft" to identify
non-standard tasks; (4) Correlate outbound HTTP/HTTPS/DNS via firewall logs or netstat snapshots taken at 15-min
intervals over 24 hours on suspected privileged hosts; flag connections to non-whitelisted external IPs during off-hours.
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Evidence: Preserve before hunting: (1) Windows Event Log Security (Event IDs 4688, 4624, 4672 — process creation,
logon, privilege use); export: wevtutil epl Security security.evtx; (2) Command-line argument logging from registry
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System\Audit (enable via Group Policy); (3) PowerShell
ScriptBlock logging (Event ID 4104) and Module Logging (Event ID 4103) from Windows Event Log; (4) DNS query
logs from Windows DNS server (DNS.log in %systemroot%\System32\dns\) or firewall DNS logs; (5) Netstat output
with timestamps and associated PIDs (netstat -abno > netstat_baseline.txt); (6) Linux command history from
~/.bash_history, /root/.bash_history with timestamps enabled (HISTTIMEFORMAT="%F %T "); (7) File integrity
monitoring baseline (md5deep/hashdeep) of System32 binaries and startup folders.

Step 3, Credential Review: Audit valid account usage (T1078, T1003), identify dormant or unexpected
accounts with privileged access, review recent authentication logs for anomalous patterns including
off-hours access and lateral movement.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 8§3.2.2 (Analysis: identifying compromised credentials and lateral movement)

Controls: NIST AC-2(1) - Account management: privileged account monitoring, NIST 1A-4 - Identifier management,
CIS 5.2 - Account privilege management

Compensating: Manual credential audit: (1) Export all user accounts with last-logon-timestamp older than 90 days but
group membership in Domain Admins, Operators, or Backup Operators: dsquery user -limit O -stalepwd 90 | dsget user
-samid -memberof; (2) Query Event Log 4624 (successful logon) for privileged accounts (RID 500, 501) during
non-business hours (22:00-06:00) using wevtutil with time-filtered query; (3) Correlate logon events across domain
controllers: for each DC, extract Event 4624 with TargetUserName matching privileged groups, sort by logon time,
identify source IPs making multiple sequential logins (lateral movement pattern); (4) Review Event 4648 (explicit
credentials) and Event 4720 (new account creation) for unexpected account provisioning; (5) On Linux, parse
/var/log/auth.log for sudo invocations with unusual command arguments or source terminals.

Evidence: Preserve before auditing: (1) Full Active Directory user object export with lastLogonTimestamp, logonCount,
accountExpires, pwdLastSet attributes (csvde -d "DC=domain,DC=local" -r "(objectClass=user)" -|
lastLogonTimestamp,logonCount,pwdLastSet -f ad_export.csv); (2) Windows Event Log Security (Event IDs 4624 —
logon, 4648 — explicit credentials, 4720 — new account creation, 4722 — account enabled); (3) All domain controller
security event logs (consolidate from each DC); (4) Linux /var/log/auth.log entries with timestamp granularity; (5)
Password hash dumps from Active Directory (ntds.dit via domain controller backup or NTDS.dit + SYSTEM hive
capture for offline analysis — evidence chain critical); (6) RDP/SSH login attempt logs with failed + successful entries;
(7) VPN access logs if applicable, sorted by user and time.

Step 4, Persistence Audit: Review autostart execution locations (T1547) and scheduled tasks (T1053) across
all endpoints for entries that cannot be attributed to known software or administrative activity.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.3 (Analysis: identifying persistence mechanisms)

Controls: NIST SI-7 - Software, firmware, and information integrity, CIS 6.1 - Establish and maintain detailed asset
inventory

Compensating: Manual persistence hunt: (1) Windows autostart: enumerate
HKLM\Software\Microsoft\Windows\CurrentVersion\Run, RunOnce, RunServices and HKCU equivalents via reg query
or PowerShell Get-ltemProperty; compare against baseline whitelist (Microsoft, Adobe, antivirus vendor names); (2)
Scheduled tasks: schtasks /query /fo csv /v > all_tasks.csv, filter for tasks with executable paths outside Program Files
or System32, tasks created in last 12 months (Task Scheduler Ul: sort by "Created" column); (3) Windows services:
wmic service get name,pathname,startmode | find /v "C:\\Windows" to isolate non-system services; verify service
binary signature (sigcheck -h) against known publishers; (4) Linux crontab: examine /etc/crontab, /etc/cron.d/*,
/var/spool/cron/crontabs/* for unusual entries (command obfuscation, base64 encoding, wget/curl downloads); (5)
systemd units: systemctl list-unit-files | grep enabled, inspect /etc/systemd/system/* and /usr/lib/systemd/system/* for
suspicious service definitions.

Evidence: Preserve before auditing: (1) Full registry export of Run/RunOnce keys from all hives: reg export
HKLM\Software\Microsoft\Windows\CurrentVersion\Run persistence_hklm.reg; reg export HKU persistence_hku.reg
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(requires administrator); (2) Scheduled task definitions: Export-ScheduledTask -TaskPath \ -TaskName * |
ConvertTo-Xml > all_tasks.xml or schtasks /query /fo xml /v > all_tasks.xml; (3) Service binaries and their versions:
wmic datafile where name="C:\\*\\*.exe" get name,version | find /v "Windows"; (4) Hash all executables in startup
locations (md5deep -r C:\\ProgramData\\Microsoft\Windows\\Start\ Menu\\Programs\\Startup > startup_hashes.txt); (5)
File timestamps (created, modified, accessed) for all detected autostart entries using dir /t:c or stat on Linux; (6) Linux
/etc/crontab and all /etc/cron.d files; (7) systemd unit file contents and modification times (stat /etc/systemd/system/*).

Step 5, Long-Term: Review network segmentation between sensitive systems and internet-facing
infrastructure; implement or validate egress filtering to detect exfiltration channels (T1041, T1560); ensure
endpoint detection coverage includes behavioral detection for credential dumping and masquerading
techniques.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.4 (Post-Incident Activities: hardening and prevention)

Controls: NIST CA-7 - Continuous monitoring, NIST SC-7(5) - Network segmentation and boundary protection, CIS
13.1 - Network architecture design

Compensating: Low-cost segmentation and monitoring: (1) Network segmentation: implement VLANSs or subnet
isolation using Layer 2/3 switches; create firewall rules blocking direct lateral movement (e.g., domain controllers, file
servers, OT systems on separate subnets with explicit ACLSs); use static routing to force traffic through inspection
points; (2) Egress filtering without SIEM: configure firewall to log ALL outbound traffic to non-whitelisted external IPs
and FQDN patterns (daily review of firewall logs for anomalies); use DNS sinkholing for known malicious domains
(HOSTS file updates, Pi-Hole setup for small networks); (3) Behavioral detection without EDR: implement file integrity
monitoring (AIDE on Linux, OSSEC on both platforms) to alert on unauthorized System32/bin modifications; use
Sysmon (free, Windows) to log process creation, DNS queries, and file writes with automated alerting rules; (4)
Credential dumping prevention: enforce PowerShell Constrained Language Mode via AppLocker/ExecutionPolicy on
privileged endpoints; block mimikatz-like tools via application whitelisting (Windows Defender Application Guard or free
Applocker policies); monitor for LSASS process access via Sysmon Event ID 10.

Evidence: Establish monitoring baseline: (1) Current firewall egress rules and allow-list of external destinations (export
all ACLs, compare against business requirements); (2) Network diagram showing current segmentation (document
VLAN layout, routing, trust boundaries); (3) Baseline of outbound DNS queries from sensitive hosts over 24 hours to
establish normal DNS profile; (4) Process baseline for System32 directory (tasklist /m on Windows) and library loads
for LSASS.exe specifically; (5) User and group membership in privileged roles (Domain Admins, Enterprise Admins,
Schema Admins) as baseline for comparison post-recovery; (6) Sysmon config baseline (if deployed) to detect file write
attempts to System32; (7) Current endpoint detection tool inventory (antivirus, EDR, IDS agents) with policy
configurations.

I Detection Guidance

No confirmed IOCs are available from the current source data. Detection should focus on behavioral indicators
aligned to the confirmed MITRE techniques. Key hunting priorities: (1) Credential dumping activity, review
LSASS access events (Windows Event ID 4656, 10 from Sysmon) and unexpected use of tools such as Task
Manager, ProcDump, or comsvcs.dll; (2) Scheduled task creation, audit Windows Event IDs 4698 and 4702 for
tasks created by non-standard processes or user accounts; (3) Masquerading, identify processes running from
unusual paths or with names mimicking legitimate system binaries; (4) Outbound C2 beaconing, look for
low-and-slow periodic outbound connections over HTTP/S or DNS with consistent intervals, particularly from
endpoints with no expected external connectivity; (5) Staging and exfiltration, detect archive creation (RAR, ZIP,
72z) in unusual directories followed by outbound data transfers. Organizations should consult the primary Dark
Reading source article and any associated vendor or government advisories for specific IOC releases tied to
this campaign. Attribution to a China-nexus actor is assessed based on tooling, infrastructure, and targeting
patterns per source reporting, human analyst verification recommended before acting on attribution for response
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decisions.

Indicators of Compromise

Type Value Context Confidence
NOTE No confirnmed | CCs Specific backdoor hashes, C2 domains, LOW
avai | abl e and infrastructure indicators are not

confirmed in available summary data.
Review the primary Dark Reading
source article and associated threat
intelligence reports for released
indicators.

I Framework Mappings

MITRE-ATTACK

e T1547 — Boot or Logon Autostart Execution
e T1071 — Application Layer Protocol

e T1078 — Valid Accounts

e T1059 — Command and Scripting Interpreter
* T1053 — Scheduled Task/Job

e T1027 — Obfuscated Files or Information

e T1041 — Exfiltration Over C2 Channel

e T1560 — Archive Collected Data

e T1105 — Ingress Tool Transfer

e T1036 — Masquerading

e T1003 — OS Credential Dumping

NIST-800-53R5

e CM-7 — Least Functionality

* SI-3 — Malicious Code Protection

e Sl-4 — System Monitoring

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

e AC-2 — Account Management

¢ AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

e SI-7 — Software, Firmware, and Information Integrity

e AC-3 — Access Enforcement
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I MITRE ATT&CK Mapping
Technique ID Technique Name Tactic
T1547 Boot or Logon Autostart Execution Persistence
T1071 Application Layer Protocol Command-And-Control
T1078 Valid Accounts Defense-Evasion
T1059 Command and Scripting Interpreter Execution
T1053 Scheduled Task/Job Execution
T1027 Obfuscated Files or Information Defense-Evasion
T1041 Exfiltration Over C2 Channel Exfiltration
T1560 Archive Collected Data Collection
T1105 Ingress Tool Transfer Command-And-Control
T1036 Masquerading Defense-Evasion
T1003 OS Credential Dumping Credential-Access
I Sources
Source URL Tier
Security News https://www.darkreading.com/threat-intelligence/china-nexus-hackers... T3
The vulnerability CVE https://knowledge.informatica.com/s/article/0002062807?language=en_US T3
2022-42889 older
commons-text- jar files
Vulnerability In Apache https://northwave-cybersecurity.com/threat-response/vulnerability-i... T3
Commons Text Library
Security Notice: Apache https://support.xmatters.com/hc/en-us/articles/13843436346139-Secur... T3
commons-text
vulnerability (CVE-2022
Vulnerability https://community.cloudera.com/t5/Support-Questions/Vulnerability-T... T3
(Text4Shell)
(CVE-2022-42889) -
Cloudera Community
DISCLAIMER
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This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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