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Operation Lightning Dismantles SocksEscort
Botnet; AVrecon Malware Achieves
Firmware-Level Persistence on SOHO Routers
THREAT CAMPAIGN | CRITICAL | CVSS 9.5

SCC Item ID SCC-CAM-2026-0020

Type Threat Campaign

Severity CRITICAL

CVSS Base Score 9.5

Affected Products Cisco, D-Link, Hikvision, MikroTik, NETGEAR, TP-Link, Zyxel routers, approximately 1,200
device models across MIPS and ARM architectures; approximately 369,000 devices
compromised across 163 countries

Published 2026-03-14

Executive Summary

A multinational law enforcement operation (Operation Lightning) dismantled SocksEscort, a criminal

proxy-as-a-service network built on approximately 369,000 hijacked residential and SOHO routers across

163 countries. The AVrecon malware underpinning this botnet achieves firmware-level persistence by

flashing custom firmware through the device's own update mechanism and disabling future over-the-air

patching, making standard patch management and factory resets ineffective for remediation. Organizations

with branch-office or remote-site edge devices from Cisco, D-Link, Hikvision, MikroTik, NETGEAR,

TP-Link, or Zyxel face potential device compromise that may require physical replacement or

vendor-assisted firmware reimaging to resolve.

Technical Analysis

AVrecon malware targets SOHO and residential routers across MIPS and ARM architectures, affecting

approximately 1,200 device models from Cisco, D-Link, Hikvision, MikroTik, NETGEAR, TP-Link, and Zyxel. The

malware exploits internet-exposed management interfaces (T1190) and external remote services (T1133) for

initial access, then installs a modified firmware image via the device's legitimate OTA update mechanism

(T1601.001, Patch System Image), effectively achieving pre-OS persistence (T1542.001). Once flashed, it

disables the OTA update channel (T1562.001), preventing legitimate vendor patches from applying. The

compromised devices are then enrolled as SOCKS proxy nodes (T1090.002), masking downstream malicious

traffic behind residential IP addresses. Command ingestion and tool transfer use non-standard ports (T1571)
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and ingress tool transfer (T1105). Resource hijacking (T1496) supports proxy monetization. Relevant CWEs

include CWE-94 (Code Injection), CWE-78 (OS Command Injection), CWE-912 (Hidden Functionality), and

CWE-494 (Download of Code Without Integrity Check). No CVE identifier is associated with this campaign

record. No vendor-confirmed CVSSv3 vector is available in this item. The qualitative critical severity rating

reflects the impact of firmware-level persistence and the inability of standard remediation (factory reset) to

remove the compromise. Reimaging via JTAG, TFTP recovery mode, or physical replacement may be required

depending on vendor and model.

Action Checklist

1. Step 1, Immediate: Identify and isolate all SOHO and branch-office routers from affected vendors

(Cisco, D-Link, Hikvision, MikroTik, NETGEAR, TP-Link, Zyxel) that are internet-exposed on management

interfaces (HTTP/HTTPS, SSH, Telnet) and disable remote management access where not operationally

required.

2. Step 2, Detection: Query firewall and NetFlow logs for SOCKS proxy traffic patterns on non-standard

ports from router management IPs; look for outbound connections from edge devices to external IPs on

ports outside expected management ranges, and for devices that have stopped receiving OTA firmware

updates.

3. Step 3, Assessment: Audit firmware version integrity on all in-scope routers by comparing installed

firmware hashes against vendor-published checksums. Contact vendor support or check vendor security

advisories for official firmware version history and SHA-256 checksums; cross-reference against

device-reported version via management interface or TFTP backup. Flag any device where the installed

firmware version does not match vendor release history or where OTA update functionality is

non-responsive.

4. Step 4, Communication: Notify network operations and branch-office stakeholders that factory resets

are insufficient for confirmed or suspected AVrecon-compromised devices; communicate that physical

reimaging or device replacement may be required and initiate procurement planning accordingly.

5. Step 5, Long-term: Enforce network segmentation isolating SOHO and edge routers from internal

corporate segments; implement a firmware integrity verification process in change management

workflows; disable or restrict internet-facing management interfaces by policy; evaluate replacing

end-of-life devices that cannot receive vendor firmware support.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to CISO and external IR firm immediately if any device shows confirmed firmware
hash mismatch, unexplained outbound proxy traffic, or OTA update mechanism disabled —
these indicate active compromise requiring forensic imaging and potential law enforcement
notification.
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Recovery Notes Post-eradication: Deploy all replacement routers with vendor-signed firmware verified against
official checksums and document in change control system. Implement continuous firmware
integrity monitoring via periodic hash verification scheduled monthly for all edge routers.
Establish a formal firmware baseline review process aligned with vendor security bulletins and
patch Tuesday cycles. Conduct a post-incident review with network operations and security
teams to identify gaps in monitoring, segmentation, and device lifecycle management that
allowed this threat to persist.

Forensic Artifacts Router flash memory image or extracted firmware binary (TFTP dump or physical extraction)
for hash verification and malware analysis | Firewall egress logs (90-day history) showing all
outbound connections from edge router IPs with source/destination IP, port, protocol, and
byte count | Router syslog output showing firmware update check failures, disabled OTA
mechanisms, console login history, and configuration changes | NetFlow/sFlow records
(5-tuple exports) for all traffic originating from router management interfaces, cross-referenced
against known C2 IP databases | Vendor-published firmware release history and official
SHA-256 checksums for all installed firmware versions to establish baseline for integrity
assessment

Per-Action IR Details

Step 1, Immediate: Identify and isolate all SOHO and branch-office routers from affected vendors (Cisco,

D-Link, Hikvision, MikroTik, NETGEAR, TP-Link, Zyxel) that are internet-exposed on management interfaces

(HTTP/HTTPS, SSH, Telnet) and disable remote management access where not operationally required.

NIST Phase: Preparation | Containment

Reference: NIST 800-61r3 §3.2.3 (containment); §2.3.1 (preparation: tools and resources)

Controls: NIST 800-53 AC-2 (account management), NIST 800-53 AC-3 (access enforcement), NIST 800-53 CA-7

(continuous monitoring), CIS 6.1 (network access control)

Compensating: Use nmap to scan internal network for router management ports (22, 23, 80, 443, 8080) from a

privileged jump host: `nmap -p 22,23,80,443,8080 --script banner > router_exposure_scan.txt`. Cross-reference MAC

addresses against vendor OUI prefixes (cidr.xyz OUI database, free). Disable remote management via SSH/HTTP

console access: log into each device's web interface and disable 'Remote Management' or 'Internet-accessible

Management' option in admin settings. Document changes in a spreadsheet with device hostname, serial, IP,

timestamp, and admin account used.

Evidence: Before isolation: Capture network traffic from router management IPs using tcpdump on a SPAN port or

TAP: `tcpdump -i -n 'host and (port 22 or 23 or 80 or 443)' -w router_mgmt_traffic.pcap`. Export current router

configuration via TFTP or web interface backup to preserve firmware version, enabled interfaces, and firewall rules.

Document baseline admin access logs from router (if available) showing login IP addresses and timestamps.

Step 2, Detection: Query firewall and NetFlow logs for SOCKS proxy traffic patterns on non-standard ports

from router management IPs; look for outbound connections from edge devices to external IPs on ports

outside expected management ranges, and for devices that have stopped receiving OTA firmware updates.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.1 (detection and analysis); §3.2.2 (analysis)

Controls: NIST 800-53 SI-4 (information system monitoring), NIST 800-53 CA-7 (continuous monitoring), CIS 8.1

(network traffic control)

Compensating: If SIEM unavailable, export firewall logs to CSV and grep for suspicious patterns. Use `grep -E

'(router_ip).*(port [1024-65535]).*ESTABLISHED' firewall.log | awk '{print $1,$2,$3,$4,$5}' > suspicious_conns.txt`.

Query router syslog (if enabled) for failed OTA update attempts: `grep -i 'update.*fail\|ota.*error'

/var/log/router_syslog.log`. Cross-reference outbound destinations against known botnet C2 IP ranges using abuse.ch

or GreyNoise Community API (free tier). Document flow source/destination IPs, ports, protocol, byte count, and

timestamp for each anomalous connection.
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Evidence: Preserve firewall logs covering the last 90 days from edge router interfaces (inbound/outbound rules).

Export full NetFlow/sFlow records (5-tuple: src IP, dst IP, src port, dst port, protocol) for all traffic originating from router

management IPs. Capture router syslog output showing firmware update check failures or disabled update

mechanism. Preserve any DHCP or ARP logs showing router IP/MAC persistence (to detect if device has been

rebooted or firmware reflashed). Document baseline expected outbound destinations from each router type (DNS,

NTP, OTA update servers).

Step 3, Assessment: Audit firmware version integrity on all in-scope routers by comparing installed firmware

hashes against vendor-published checksums. Contact vendor support or check vendor security advisories

for official firmware version history and SHA-256 checksums; cross-reference against device-reported

version via management interface or TFTP backup. Flag any device where the installed firmware version does

not match vendor release history or where OTA update functionality is non-responsive.

NIST Phase: Detection Analysis | Eradication

Reference: NIST 800-61r3 §3.2.2 (analysis); §3.2.4 (eradication: removal/remediation)

Controls: NIST 800-53 SI-7 (software, firmware, and information integrity), NIST 800-53 SA-3 (system development

life cycle), CIS 3.4 (secure configuration management)

Compensating: Create a firmware hash inventory script: SSH into each router and extract firmware via TFTP (`tftp -c

get firmware.bin firmware_backup.bin`). Compute SHA-256 hash locally: `sha256sum firmware_backup.bin >

firmware_hash.txt`. Cross-reference against vendor security bulletins downloaded from official vendor sites (Cisco

Security Advisory, TP-Link Support, etc.). Create a CSV with columns: Device, Model, Reported_Version,

SHA256_Actual, SHA256_Vendor, Match_Status, OTA_Responsive (test by checking for update notifications in router

logs). Flag devices with mismatches, orphaned versions not in official release history, or OTA checks that timeout.

Evidence: Dump router flash memory or extract firmware image via TFTP before attempting remediation (preserves

evidence of custom/modified firmware). Document device-reported version string from web interface and CLI: `ssh

admin@ 'show version' | grep -i firmware > fw_version_.txt`. Capture screenshot of OTA update check attempt and log

any error messages or timeouts. Preserve vendor official firmware checksums from security advisory pages (take

screenshots or save HTML). Document the date vendor officially released each firmware version to identify if installed

version predates known compromise window for this threat.

Step 4, Communication: Notify network operations and branch-office stakeholders that factory resets are

insufficient for confirmed or suspected AVrecon-compromised devices; communicate that physical reimaging

or device replacement may be required and initiate procurement planning accordingly.

NIST Phase: Containment | Recovery

Reference: NIST 800-61r3 §3.1 (preparation: communication and tools); §3.2.3 (containment: notification)

Controls: NIST 800-53 IR-4 (incident handling), NIST 800-53 CP-2 (contingency planning), CIS 17.1 (incident

response)

Compensating: Draft a one-page technical brief for non-technical stakeholders explaining: (1) Why factory resets fail

(firmware-level persistence); (2) Remediation options (hardware reimaging, device replacement); (3) Timeline and

impact (estimate hours to replace each device, potential branch-office downtime). Distribute via email with escalation

path. Create a device replacement request template asking for device model, serial number, location, and business

unit. Use this to prioritize replacement (critical branch offices first). Track approvals in a shared spreadsheet to manage

procurement and logistics.

Evidence: Document all communication sent to stakeholders (email timestamps, recipient lists, content). Preserve any

responses indicating confirmed compromises or management approval to proceed with replacement. Keep records of

procurement requests submitted and device replacement orders placed (purchase order numbers, vendor

confirmations, expected delivery dates).

Step 5, Long-term: Enforce network segmentation isolating SOHO and edge routers from internal corporate

segments; implement a firmware integrity verification process in change management workflows; disable or

restrict internet-facing management interfaces by policy; evaluate replacing end-of-life devices that cannot

receive vendor firmware support.
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NIST Phase: Recovery | Post Incident

Reference: NIST 800-61r3 §3.2.5 (post-incident activities); NIST 800-53 SC-7 (boundary protection)

Controls: NIST 800-53 SC-7 (boundary protection), NIST 800-53 SI-7 (software, firmware, and information integrity),

NIST 800-53 AC-4 (information flow enforcement), NIST 800-53 IA-2 (authentication), CIS 6.1 (network access

control), CIS 13.2 (secure configuration management)

Compensating: Implement VLAN-based segmentation: assign all SOHO/branch routers to a dedicated 'edge' VLAN

(e.g., VLAN 999) separated from user and server segments by access control lists (ACLs) on core switches. Create

firewall rules that permit only required outbound traffic from edge routers to OTA update servers (whitelist by FQDN

and IP). Disable HTTP/HTTPS/SSH management access from any WAN-facing interface; restrict management to a

dedicated management VLAN or jump host. Create a firmware change control checklist requiring: (1) SHA-256 hash

verification against vendor official release, (2) Change ticket approval, (3) Backup of existing firmware before upgrade,

(4) Post-upgrade integrity verification. Document all approved firmware versions in a living inventory. For devices >3

years old without vendor security updates, prioritize replacement in annual budget planning. Track end-of-life dates for

all router models in use.

Evidence: Document baseline network segmentation design (VLAN assignments, ACL rules, firewall policies) before

and after implementation changes. Preserve change control tickets for all firmware updates performed post-incident.

Create a device inventory spreadsheet with model, end-of-life date, last security update date, support status, and

replacement timeline. Archive copies of all firmware versions approved for use (with hashes) for future audit trails.

Detection Guidance

Primary behavioral indicators: (1) Edge router devices initiating outbound SOCKS5 or generic TCP proxy

sessions to external IPs on non-standard ports, look for sustained low-volume outbound flows from router

management interfaces in NetFlow or firewall session logs. (2) Firmware update failures or OTA update service

becoming unreachable on devices that previously updated successfully, AVrecon disables the update channel

post-infection. (3) Router management interface responding on unexpected ports or exhibiting SSH/Telnet

banner changes inconsistent with vendor firmware. Detection queries (adapt to your SIEM): search for outbound

connections originating from known router management IP ranges where destination port is not 80, 443, 22, or

23 and session duration exceeds 60 seconds, this pattern is consistent with proxy relay behavior (T1090.002,

T1571). Cross-reference router management IPs against threat intelligence feeds for known SocksEscort C2

infrastructure; reference CISA, Cloudflare, or vendor threat intelligence feeds for SocksEscort C2 IP/domain

IOCs, or request indicator data from your threat intelligence provider. Firmware integrity check: retrieve firmware

image from device via TFTP or vendor backup mechanism and compute SHA-256 hash; compare against

vendor-published hash for the claimed version. A mismatch is a high-confidence indicator of compromise. Note:

standard vulnerability scanners will not detect firmware-level persistence, this requires out-of-band verification.

Indicators of Compromise

Type Value Context Confidence

DOMAI
N

socksescort.com Primary SocksEscort proxy-as-a-service
storefront and C2-affiliated infrastructure
— associated with botnet monetization
and operator communications

HIGH
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Type Value Context Confidence

URL Not available in source

data
No specific C2 URLs were published in
the referenced sources at this source
quality level; monitor threat intelligence
feeds for AVrecon C2 infrastructure
disclosures from Operation Lightning law
enforcement releases

LOW

HASH Not available in source

data
AVrecon firmware payload hashes were
not included in the referenced T3 source
material; vendor advisories and law
enforcement releases from Operation
Lightning may publish payload hashes
— check CISA advisories and vendor
security bulletins directly

LOW

Framework Mappings

MITRE-ATTACK

• T1059 — Command and Scripting Interpreter

• T1562.001 — Disable or Modify Tools

• T1190 — Exploit Public-Facing Application

• T1195.003 — Compromise Hardware Supply Chain

• T1105 — Ingress Tool Transfer

• T1090.002 — External Proxy

• T1601.001 — Patch System Image

• T1133 — External Remote Services

• T1571 — Non-Standard Port

• T1542.001 — System Firmware

• T1583.008 — Malvertising

• T1496 — Resource Hijacking

NIST-800-53R5

• CM-7 — Least Functionality

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• SI-7 — Software, Firmware, and Information Integrity

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SC-7 — Boundary Protection

• SI-2 — Flaw Remediation

• CA-7 — Continuous Monitoring

• AC-17 — Remote Access



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-CAM-2026-0020
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-03-29 18:38 UTC Page 7SCC-CAM-2026-0020

• AC-20 — Use of External Systems

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• SI-10 — Information Input Validation

• CM-3 — Configuration Change Control

OWASP-TOP10-2021

• A03:2021 — Injection

• A08:2021 — Software and Data Integrity Failures

CIS-V8

• 16.10

• 2.5

• 2.6

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

• 8.2 — Collect Audit Logs

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.21 — Managing information security in the ICT supply chain

SOC2-TSC

• CC9.2 — Manages risks associated with vendors and business partners

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1059 Command and Scripting Interpreter Execution

T1562.001 Disable or Modify Tools Defense-Evasion

T1190 Exploit Public-Facing Application Initial-Access

T1195.003 Compromise Hardware Supply Chain Initial-Access

T1105 Ingress Tool Transfer Command-And-Control

T1090.002 External Proxy Command-And-Control

T1601.001 Patch System Image Defense-Evasion
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Technique ID Technique Name Tactic

T1133 External Remote Services Persistence

T1571 Non-Standard Port Command-And-Control

T1542.001 System Firmware Persistence

T1583.008 Malvertising Resource-Development

T1496 Resource Hijacking Impact

Sources

Source URL Tier

Security News https://staging.techjacksolutions.com/news/security-news/authoritie... T3

Zyxel Patches Critical
Vulnerability in Many
Device Models

https://www.securityweek.com/zyxel-patches-critical-vulnerability-i... T3

Zyxel warns of critical
RCE flaw affecting over
a dozen routers

https://www.bleepingcomputer.com/news/security/zyxel-warns-of-criti... T3

Zyxel warns over a
dozen routers affected
by critical security flaw

https://www.techradar.com/pro/security/zyxel-warns-over-a-dozen-rou... T3

Critical Zyxel router flaw
exposed devices to
remote attacks

https://securityaffairs.com/188501/security/critical-zyxel-router-f... T3
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