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Hikvision, MikroTik, NETGEAR, TP-Link, and Zyxel; approximately 369,000 devices across
163 countries

Published 2026-03-13

I Executive Summary

Law enforcement dismantled SocksEscort, a criminal proxy-as-a-service network that infected
approximately 369,000 SOHO and residentia routers across 163 countries using AVrecon malware.
Attackers flashed custom firmware onto compromised devices, disabling update mechanisms and reselling
hijacked bandwidth as anonymous proxy exit nodes, rendering standard patching ineffective on
already-infected devices; affected routers require factory reset and verified firmware reflash to recover.
Organizations and employees using affected router models from Cisco, D-Link, Hikvision, MikroTik,
NETGEAR, TP-Link, and Zyxel face persistent compromise risk; infected devices may have routed
attacker traffic through corporate or home networks undetected for multiple years.

I Technical Analysis

AVrecon malware targeted SOHO and residential routers across approximately 1,200 device models, achieving
persistence via custom firmware flashing (MITRE T1542.001, Pre-OS Boot: System Firmware). This technique
disabled native update mechanisms, rendering patch-based remediation ineffective on already-compromised
devices. Exploitation paths align with CWE-78 (OS Command Injection), CWE-94 (Code Injection), and
CWE-494 (Download of Code Without Integrity Verification), consistent with remote firmware manipulation and
RCE vectors. Post-compromise, infected devices were enrolled into a botnet and operated as anonymous proxy
exit nodes (T1090.002, Proxy: External Proxy; T1205, Traffic Signaling; T1571, Non-Standard Port). The botnet
monetized access via a proxy-as-a-service offering branded as SocksEscort. Additional MITRE techniques
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observed: T1584.005 (Compromise Infrastructure: Botnet), T1190 (Exploit Public-Facing Application),
T1583.006 (Acquire Infrastructure: Web Services), T1496 (Resource Hijacking), T1105 (Ingress Tool Transfer),
T1059 (Command and Scripting Interpreter). No CVE identifier is associated with this campaign per available
source data. Law enforcement seized infrastructure under Operation Lightning. Affected vendors include Cisco,
D-Link, Hikvision, MikroTik, NETGEAR, TP-Link, and Zyxel. IOCs and additional technical details are expected
to be published by law enforcement and affected vendors; monitor CISA, FBI, and vendor advisories for
updates.

I Action Checklist

1. Step 1, Immediate: Identify all SOHO and residential routers in your environment (including
remote/home office devices with corporate network access) from affected vendors: Cisco, D-Link,
Hikvision, MikroTik, NETGEAR, TP-Link, Zyxel. Isolate any device showing signs of compromise. Factory
reset is required for potentially infected devices; firmware reflash from a verified vendor image is
necessary before redeployment.

2. Step 2, Detection: Review firewall and proxy logs for outbound connections on non-standard ports
(T1571) and SOCKS proxy traffic patterns (T1090.002). Check for unexpected firmware version changes
or disabled auto-update settings on managed routers. Flag devices with no update history since 2020.

3. Step 3, Assessment: Inventory all router models from affected vendors (Cisco, D-Link, Hikvision,
MikroTik, NETGEAR, TP-Link, Zyxel) against manufacturer security advisories. Prioritize routers with
external management interfaces exposed to the internet. Assess whether any compromised routers could
have proxied attacker traffic through your network.

4. Step 4, Communication: Notify IT and security operations of affected device scope. If remote/home
office routers are in scope, issue guidance to employees for device inspection and replacement
procedures. Escalate to legal or compliance if evidence suggests attacker traffic traversed regulated
environments.

5. Step 5, Long-term: Implement router management controls: disable remote management interfaces
where not required, enforce firmware integrity verification before deployment (address CWE-494), and
establish a router firmware monitoring baseline. Review network segmentation to limit lateral movement
from edge devices. Update asset inventory policy to include SOHO and employee home office equipment
accessing corporate resources.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to CISO and legal immediately if forensic analysis confirms attacker-controlled
SOCKS proxy traffic (Step 2 evidence) exited through any organization-owned router in
countries with data localization restrictions (GDPR, CCPA relevant) or if evidence shows
attacker traffic proxied customer PII or regulated data; external IR firm engagement is
recommended if more than 5% of the device inventory is confirmed compromised (device
count x firmware hash match to known AVrecon signature from CISA 10Cs).
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Recovery Notes After eradication, restore network baseline by: (1) validating all reflashed routers pass vendor
firmware signature checks and boot successfully with no configuration rollback to malicious
state; (2) re-establishing remote management interfaces only for production devices via jump
boxes with MFA and session logging (disable for all home office devices); (3) running a 7-day
forensic re-scan of previously compromised routers (netstat, syslog review) to confirm no
persistence mechanisms remain (check for modified startup scripts, cron jobs, or hidden
interfaces). Update incident report with final device counts, confirmed compromise count, and
geo-distribution of proxy traffic to inform future device procurement policy (sunset affected
models from approved vendor list if possible, prioritize vendors with secure-by-default
firmware in future buys).

Forensic Artifacts Router syslog (/var/log/messages, /var/log/system.log, or vendor equivalent) — reveals
firmware flash timestamps, configuration changes, and login attempts | Router configuration
file (startup-config or equivalent) — identifies disabled auto-update settings, custom DNS
settings, or rogue management IP bindings indicating persistent backdoor | Firewall/proxy
egress logs — SOCKS proxy traffic patterns, non-standard port connections, and volume
anomalies (1080, 1081, 3128, 8080, 8888 ports) | Router DHCP lease history and ARP table
— identifies clients proxied through infected device and potential lateral movement paths |
Endpoint EDR timeline (Windows Event Log 3001-3004, Sysmon network events) —
correlates suspicious network activity on user machines with time device connected through
home router

Per-Action IR Details

Step 1, Immediate: Identify all SOHO and residential routers in your environment (including remote/home
office devices with corporate network access) from affected vendors: Cisco, D-Link, Hikvision, MikroTik,
NETGEAR, TP-Link, Zyxel. Isolate any device showing signs of compromise. Factory reset is required for
potentially infected devices; firmware reflash from a verified vendor image is necessary before redeployment.

NIST Phase: Preparation | Containment
Reference: NIST 800-61r3 82 (preparation), §3.2.3 (containment strategy)

Controls: NIST 800-53 RA-3 (risk assessment), NIST 800-53 CM-8 (information system component inventory), CIS
1.1 (inventory and control of enterprise assets), CIS 2.4 (address unauthorized software)

Compensating: Use vendor CLI tools to extract device models and firmware versions: SSH into each router and
capture 'show version' (Cisco), 'system routerboard print' (MikroTik), 'show system information' (TP-Link). For devices
without SSH access, cross-reference MAC address OUI prefixes against NIST DHCP logs and ARP tables. Compile a
CSV with device IP, model, serial number, and last firmware version seen. Use free SHODAN or Censys queries to
identify which routers expose management interfaces externally (separate risk tier).

Evidence: Before isolation, capture: (1) router configuration export (TFTP or SSH copy-config if available); (2) syslog
entries showing last 90 days of configuration changes, login attempts, and firmware operations (review 'last 1000 log'
or equivalent); (3) current firmware version string and MD5 hash from 'show version'; (4) netstat or 'ip route' output
showing active connections and routing table anomalies; (5) DHCP lease history from router if available (shows clients
proxied through device).

Step 2, Detection: Review firewall and proxy logs for outbound connections on non-standard ports (T1571)
and SOCKS proxy traffic patterns (T1090.002). Check for unexpected firmware version changes or disabled
auto-update settings on managed routers. Flag devices with no update history since 2020.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2.1 (detection and analysis), §3.2.2 (containment strategies)

Controls: NIST 800-53 SI-4 (information system monitoring), NIST 800-53 AU-2 (audit events), CIS 8.1 (unified
logging and log retention), CIS 8.2 (log aggregation)
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Compensating: Query firewall logs (syslog or CSV export) for outbound connections to non-RFC 1918 destinations on
ports 1080, 1081, 3128, 8080, 8888, 9090, 9999 originated from router IP ranges using: 'grep -E
"(1080]1081|3128|8080|8888|9090|9999)" firewall.log | awk -F, ‘{print $3,$4,$5}' | sort | uniq -c'. Use netstat/ss
commands on end-user devices to identify listening sockets on non-standard ports (sudo netstat -tulnp | grep LISTEN).
Check router management interfaces (telnet/SSH/HTTP) for login logs showing successful authentications from
unusual source IPs; extract via 'grep -i "login\|auth" /var/log/auth.log | tail -500'. Correlate with router uptime and last
firmware update timestamp from ‘uptime' and syslog date stamps.

Evidence: Preserve before log rotation: (1) full firewall egress logs for past 90 days (focus on traffic from router IP to
external destinations); (2) router syslog (typically /var/log/messages or /var/log/system.log) showing configuration
change timestamps and firmware flash operations; (3) management interface access logs (telnet/SSH/HTTP daemon
logs) with source IP, timestamp, and success/failure status; (4) NETFLOW or sFlow data from routers showing traffic
patterns by destination port and protocol; (5) endpoint EDR logs from corporate laptops connecting via home router
(Windows Event Log 3001-3004 for network connections, or equivalent EDR timeline).

Step 3, Assessment: Inventory all router models from affected vendors (Cisco, D-Link, Hikvision, MikroTik,
NETGEAR, TP-Link, Zyxel) against manufacturer security advisories. Prioritize routers with external
management interfaces exposed to the internet. Assess whether any compromised routers could have
proxied attacker traffic through your network.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 83.2.2 (scope and impact assessment)

Controls: NIST 800-53 RA-3 (risk assessment), NIST 800-53 CA-7 (continuous monitoring), CIS 6.1 (establish a
process for secure software development), CIS 7.6 (remediate network vulnerabilities)

Compensating: Cross-reference your router inventory CSV against CVE databases (use 'curl -s https://cve.mitre.org |
grep -i "D-Link\|TP-Link\|MikroTik" or free tools like Metasploit 'search -type exploit soho router'). For each model,
check vendor security advisories: NETGEAR Security Advisory page, TP-Link Security Center, Cisco Security
Advisories. Manually scan your public IP ranges for exposed router management ports using nmap: 'nmap -p
22,23,80,443,8080,1194 -sV your_public_subnet/24 > router_exposure.txt'. Cross-reference discovered IPs against
your approved device list. For devices found exposed, assume compromise if firmware version predates 2023. Run
traceroute from internal workstations to external test IPs and correlate path length and latency anomalies that suggest
proxy routing.

Evidence: Document: (1) router model, serial, IP, current firmware version, and last known update date for all affected
vendors; (2) screenshot or export of vendor security advisory pages accessed and date reviewed; (3) nmap scan
results showing exposed management ports and firmware version banners; (4) SHODAN/Censys historical queries
showing when each router first appeared externally accessible; (5) netstat or tcpdump output from router WAN
interface showing destination IPs and ports for all active connections (compare against whitelisted vendor update
servers and DNS).

Step 4, Communication: Notify IT and security operations of affected device scope. If remote/home office
routers are in scope, issue guidance to employees for device inspection and replacement procedures.
Escalate to legal or compliance if evidence suggests attacker traffic traversed regulated environments.

NIST Phase: Containment | Post Incident

Reference: NIST 800-61r3 §3.2.3 (containment strategy implementation), §3.3 (post-incident activities)

Controls: NIST 800-53 IR-2 (incident response training), NIST 800-53 IR-4 (incident handling), CIS 5.1 (establish and
maintain an incident response process)

Compensating: Draft a 2-3 paragraph incident notification email template specifying: (a) affected device models and
how to identify them (model number on device label, firmware version in router web Ul Admin > System); (b) factory
reset procedure with links to vendor KB articles (e.g., hold reset button 10 seconds); (c) firmware verification
steps—download firmware only from official vendor sites, verify MD5 hash against published checksum, and document
reflash completion date in a log; (d) timeline for replacement if device cannot be reflashed. For remote workers, provide
step-by-step screenshots or video walkthrough (use Loom or OBS). Create a separate escalation path for employees
to report concerns (dedicated email: incident-response@company.com). For compliance teams, prepare a one-page
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executive summary quantifying: estimated number of devices, exposure window (when compromised), types of traffic
potentially proxied (use netflow destination analysis), and countries where traffic exited (geo-IP lookup of SOCKS
destinations).

Evidence: Before communication: (1) final count of affected devices by vendor and model; (2) list of confirmed
compromised devices (those with firmware version match to known AVrecon hash signatures if available from CISA);
(3) sample of outbound proxy traffic destinations and geo-locations (top 20 by volume); (4) evidence from Step 2
showing when each device was likely compromised (firmware change timestamp or first anomalous outbound
connection); (5) documentation of whether any regulated data (PII, PHI, PCI) transited through compromised routers
(correlate with DLP logs or egress packet captures filtered by sensitive keywords).

Step 5, Long-term: Implement router management controls: disable remote management interfaces where not
required, enforce firmware integrity verification before deployment (address CWE-494), and establish a router
firmware monitoring baseline. Review network segmentation to limit lateral movement from edge devices.
Update asset inventory policy to include SOHO and employee home office equipment accessing corporate
resources.

NIST Phase: Recovery | Post Incident
Reference: NIST 800-61r3 §3.4 (lessons learned), NIST 800-53r5 §13 (system and communications protection)

Controls: NIST 800-53 CM-5 (access restrictions for change), NIST 800-53 CM-11 (user-installed software), NIST
800-53 SC-7 (boundary protection), CIS 2.1 (disable unnecessary services), CIS 6.2 (implement secure development
practices), CIS 11.2 (implement secure credential management)

Compensating: 1) Remote Management Disabling: Use Ansible or vendor APIs to push configuration changes to all
managed routers. For Cisco: 'no ip http server' and 'no ip ssh server' in global config, then deploy via Ansible netplan
module. For TP-Link/NETGEAR: disable HTTP/HTTPS/SSH/Telnet access from WAN in router CLI. Document
changes in a 'approved baseline' config file and audit quarterly via automated config comparison (use 'diff' or free
network config management tools like Oxidized). 2) Firmware Integrity: Implement a firmware verification
checklist—download firmware from official vendor site only, verify MD5/SHA256 hash against published checksum, log
hash verification in a spreadsheet before flash, and store signed firmware images in a version-controlled repository (git
with branch protection). 3) Monitoring Baseline: Export current router configs (firmware version, feature set, routing
table) as JSON via vendor APIs and store as monthly snapshots. Create a simple alert: if firmware version changes
unexpectedly (syslog firmware upgrade' event detected but not logged in change ticket), page on-call ops. 4) Network
Segmentation: Use separate VLAN for all SOHO/home office router traffic (isolate from corporate core). Restrict
outbound access from this VLAN to approved update servers and corporate VPN concentrators only (use ACLS). 5)
Asset Inventory: Add new fields to CMDB: 'location’ (home/office), ‘connection type' (VPN/direct), ‘'owner_email’,
'last_firmware_verified_date', 'management_interface_enabled' (Y/N). Implement a 90-day firmware update reminder
system triggered via automated email to device owners.

Evidence: Baseline before implementation: (1) current 'show run' or config export from all managed routers (snapshot
as baseline); (2) vendor firmware download URLs and published MD5 hashes for each model (create a CSV); (3)
existing firewall ACL rules and VLAN assignments for router management traffic; (4) sample of remote worker devices
and their router models (random 20-device audit to understand home office router diversity); (5) current CMDB schema
and asset tracking workflow (identify gaps in SOHO device coverage).

I Detection Guidance

Behavioral indicators: outbound SOCKS proxy traffic on non-standard ports from router management IPs;
unexpected DNS queries to unfamiliar external hosts originating from router interfaces; router firmware version
not matching vendor-published current release. Log queries: search firewall logs for high-volume outbound
connections from router management subnets to external IPs, particularly on ports 1080, 4145, or other
common SOCKS proxy ports. Check for traffic patterns consistent with T1205 (Traffic Signaling), connection
attempts that use specific packet sequences to activate hidden functionality. On managed routers, audit
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indicates potential CWE-494 exploitation. Review DHCP and NAT logs for devices that have been continuously

active with no reboot or update events. Customers should subscribe to CISA advisories and affected vendor
security pages for IOC publication and technical mitigation guidance updates.

Indicators of Compromise

Type Value Context
DOMAI [ SocksEscort C2 domui ns, Law enforcement seized 34 domains
N 34 seized per Operation associated with SocksEscort

Li ght ni ng] infrastructure. Specific domain values

not confirmed in available sources;
obtain from official Operation Lightning
disclosures or CISA advisories.

IP [ SocksEscort C2 | Ps, 23 23 servers seized during the operation.
Specific IP values not confirmed in
available sources; obtain from official
law enforcement disclosures.

servers seized per
Qperation Li ght ni ng]

Confidence

LOW

LOW

I Framework Mappings

MITRE-ATTACK

T1584.005 — Botnet

T1190 — Exploit Public-Facing Application
T1583.006 — Web Services

T1496 — Resource Hijacking

T1105 — Ingress Tool Transfer

T1059 — Command and Scripting Interpreter
T1542.001 — System Firmware

T1205 — Traffic Signaling

T1571 — Non-Standard Port

T1090.002 — External Proxy

NIST-800-53R5

CA-8 — Penetration Testing

RA-5 — Vulnerability Monitoring and Scanning

SC-7 — Boundary Protection

SI-2 — Flaw Remediation

SI-7 — Software, Firmware, and Information Integrity
CA-7 — Continuous Monitoring

SI-3 — Malicious Code Protection
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e Sl|-4 — System Monitoring
e CM-7 — Least Functionality
* CM-3 — Configuration Change Control

e SI-10 — Information Input Validation
OWASP-TOP10-2021
¢ A08:2021 — Software and Data Integrity Failures
e A03:2021 — Injection
CIS-Vv8

e 25

e 26

e 16.10

e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management
ISO-27001-2022

* A.8.8 — Management of technical vulnerabilities

* A.5.23 — Information security for use of cloud services

I MITRE ATT&CK Mapping

Technique ID Techniqgue Name Tactic

T1584. 005 Botnet Resource-Development

T1190 Exploit Public-Facing Application Initial-Access

T1583. 006 Web Services Resource-Development

T1496 Resource Hijacking Impact

T1105 Ingress Tool Transfer Command-And-Control

T1059 Command and Scripting Interpreter Execution

T1542. 001 System Firmware Persistence

T1205 Traffic Signaling Defense-Evasion

T1571 Non-Standard Port Command-And-Control

T1090. 002 External Proxy Command-And-Control
I Sources
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Source URL Tier
Security News https://thehackernews.com/2026/03/authorities-disrupt-socksescort-p... T3
SocksEscort Linux https://linuxsecurity.com/news/hackscracks/socksescort-proxy-networ... T3

Router Malware Botnet
Takedown Operation ...

Zyxel warns of critical https://www.bleepingcomputer.com/news/security/zyxel-warns-of-criti... T3
RCE flaw affecting over
a dozen routers

Zyxel warns over a https://www.techradar.com/pro/security/zyxel-warns-over-a-dozen-rou... T3
dozen routers affected
by critical security flaw

Critical Zyxel router flaw https://securityaffairs.com/188501/security/critical-zyxel-router-f... T3
exposed devices to
remote attacks

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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